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Security levels

a Transport level
= Prevents from eavesdropping

= Secure Socket Layer (SSL)
v OpenSSL

v Mutual authentication

v Asymmetric + Symmetric encryption
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= Secures message Integrity S e

= X509 certificates
v Certificate body + Digital Signature

wetssape
his is a Worthless Iutorian Corticicate: the owmer has not hees athenticated in acy wey.
siguacure ig0rLehes shaIWLERSARCITBEL

od.tulﬂ.h:.lemsxzvxnxnhx57xs-\u\hsxedns.eh.faxux
4 i
Cgrt:,{j Shial ey

v
s

THSKIETbnY AR GGVRVOb 3 pYHGQUGU TR DN EHD YN 2NN TD PO Ay
DYz AeNThaUCKxE 2ARB GO aJk/ 1S AP GNvCmoXF ZAVBgoTiciaJk /T6ZREL

GBI exDeaRS e ORISR RIS S04
LGPy VBT 1gaEm5CTUNGhS00TCO K ImdpEL yKx5n05600uT 1TQP KOVR.

RO LBD I AoCrSROTou ROcDotL MNLARI O3 LCS CoLEAVL NS,

L2NRY335 1103 BpBg] kg VhCAQUEXBE AV Doy B

et e A e
Pt

(n7hUREVsyVR
BefwiLbxopin

D01hoE5CngEyATOTXS KaRGENOYREBSET
..... END CERTIFICATE- -

SURFsara — Online Grid Computing Course




Encryption

0 Types of Encryption
=  Symmetric cryptography

v

v
v
v
v

Both sender and receiver share a common key

Same secret key for encryption and decryption of data
Short lived

Better performance

Kerberos

= Asymmetric cryptography

v

v
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Key pair

Long/short lived
Certificates

More secure
Computationally expensive
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Asymmetric keys
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0 Data encrypted with receiver’s public key can only be decrypted with his
matching private key

= Public key - encryption key. Public via a trusted CA.
= Private key - decryption key.

v Secret. Known only to you.

0 Mathematic algorithm — Prime numbers
= practically impossible for computers to calculate the private key from the public
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CA certificates — self signed
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CA’s Signature

= Confirms ID

= Combines Id and public key

= (Calculates a hash CA FOO signs e
o . SURFsara’s certificate
= Encrypts it with CA’s private key
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0 Who signs the CA certificate? Tk ;
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= CAsigns it with its own private key : ki TN

= Self-signed
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